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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20301

U-7062/RSS-48B ok

SOy s
. 20y
MEMORANDUM FOR THE CHAIRMAN, DCI SECURITY COMMITTEE COMPARTMENTATION
SUBCOMMITTEE
SUBJECT: Final Report of the Secrecy Agreement Working Group

References: a. DIA memorandum, U-6812/R8SS-48, 19 December 1979, subject:
Interim Report from Secrecy Agreement Working Grecup.

b. Paragraph 16.C., APEX Special Access Control System
Government Security Manual, January 1920 (Gallay Proof).

1. The strawman Nondisclosure Agrgement for the APEX Special Access
Conirol System, enciosura 1, {5 suimité=d “ar conzideration by che full
Compartmentation Subcommittee.

2. The attached agreement satisfies the factors discussed in reference
a. and complies with the requirements of reference b. which necessitate
a single nondisclosure agreement for APEX. ——

3. The working group, less NSA, feels the attached agreement should be
the standard, single agreement for access to APEX materials and that

- agencies desiring uniguely restrictive agreements should execute addenda
to the basic agreement.-

4. The NSA representative opposed attempts to design a single agreement
for universal application to the Inteliigence Community. He considered
it not possible to direct one document to the specific protections
applicable to each agency or department. Nor did he believe it possible

"to develop a single document that would be bindin he ; cti
< G cn the prospective
_Tﬂ;yong employee, the current empioyee, the military assignee and contractors'
ﬂéﬂgﬂf’ emp1oy§§‘a]1ke: Thg HSA representative strongly supported joint efforts
f to fasnion a list of appropriately worded basic requirements to be incor--

porated into all agreements separately generated by each Inteliigence
Community member. The major objections of the NSA representative are
at enclosure 2. _

~ DIA review completed.
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5. Upon acceptance by the subcommittee, the proposed agreement at ////’Z
enclosure 1 should be submitted to appropriate legal counsel for /’/%W/

. 7
review. _ | W/ﬂ 17
// ,/). .T/! f
z 4 A
("‘\/E?zﬂﬁfa;,t;éiéc?é?’
2 Enclosures a/s | JAMES W. SEWELL
| Major, USA

Chairman, Secrecy Agreement
Working Group

cc: ' '

DCI SECOM (Mr. Paschal)
USAF/INSE (Mr. 0'Neill)
NSA/M-503 (Mr. Rank)

™o
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NONDISCLOSURE AGREEMENT
APEX SPECIAL ACCESS CONTROL SYSTEM

1. 1, » by signing this agreement, acknowiedge
(Print Tull name)

that I have been told about apd given access to certain,ciassified infor-
. iayS TMation and intelligence sources and methods wnich were explained to me to
pety = ' |
be protected within the APEX Special Access Control System. At other
A.Vﬂﬁ . . . L o e e
]41 /ygﬂ + places in this agreement, this tntormation is calied "+his Sensi*ive
VA . . L .
_ Smpartmented informatian.™ This agreewent applies to any additicnal

I

)

information or programs, falling within the APEYX Special Access' Control

System, to which I may later be granted access.

2. 1 have been told that if this Sensitive Compartmented Information
becomes known to people who are not permitted by thé_United States ol
Government to have it, this couid Cause serious harm to the United Statés;aﬂ/r Ve

of America. ' ' _ PROGHS]

3.- I have been told how to handle and store this Sensitive Ccmpartmented/ -
Information and how to find out which people I can show it to or talk to

about it.

‘4. In return for being given access to this Sensitive Compartmented
Information, I agree that I will never reveal this information, in any

way, 1o any person who is not permitted by the United States Government

to have it.

Znclosure 1 to U-7062/RSS-28
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5. 1 also agree to submit for review by the United States Government
any information concerning intelligence subjects or activities which I
want to publish or speak about. I agree fo let the government review
this information before I talk about it or show it to anyone who is not
permitted to have this Sensitive Compartmented Information. I will not
publish or speak about the information until I get written permission
from the government to do so. I understand that the reason. FOr the
governnent s review of this information is to be sure fhat it does not

contain any of this Sansitive Compartmented Informaticn.

0. I understand that i7 I reveal *hic Sensitive Compartmented Infnrma-
tion to anyone who is not permitted to have 1t i may no longer be N
permitted to have access to the 1nformat1on myse]f and I may be requ1red
to return any of the 1nformat1on which I have. I also understand that
f I do anything or behave in a way which shows that I‘micht not be

willing or able to protect th1s Sensitive Lonpartmented In'ormae1on, the
- 90vernment may take away my access to it and requ1re e to return any
of the information which I then have. The government may take away my
access at any time it Judges such action to be in the best interest of
nagicna. security and may do this without giving me notice or rolding a

hear1ng

‘7. Also, I understand that if [ reveal this Sensitive Compartmented
Information to people who are not permit+ad to have it this might
violate the civil or criminal laws of the United States. I urderstand
that a violation of civil law might cause me to have to pay the cost of
any damage which resulted from my action. I understand that a violation
of crimina} Taw cculd result in my teing fined or imorisoned or perhaps
both. |

2
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8. If I reveal this Sensitive Compartmented Information without the per-
mission of the United States Government, I assign to the United States
Government any money or other thing of vaiue which I receive or have
dlready received for doing so, or any right to receive such money or

thing of value.

9. I agree that this Sensitive Compartmented Information is now and will
- always be the property of the United States Government. I agree that [
will return all of this informaticn which T have or for which I am
responsible when I anm asked for it by an authorized representative of
fﬁe United States Goverament. 1F 1T do not veturn it when I am asked,
+ms too may be a violation of United States cr1m1na1 law for which 1

can be punished.

10. Nothing said in this agreement means that the United States Govern-
ment will give up any right it has to prcsecute me if I Violate the.'
laws of the United States. Also, nothing said in this agreement means
that I give up any ba51$ for defending myself if the United States
Government tries to oprosecute me for violating the laws of the United

.Sta;-s.

11. Each of the numbered paragraphs in this agreement stands by itself.
If a court decides that any of these paragraphs do not apply to me, the
rest of the paragraphs will stil) apply. |

-
12. 1 have read this agreement and I understand it. I have asxed any

~questions wnich I have about this agreement, the laws wnich appiy to

(5]
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-

violation of it, and the rules and regulations which govern the handling
and storage of this Sensitive Compartmented Information, and my questions

have teen answered in a way I understand.

13. I am making this agreement in good faith, and [ intend to live up

to it.

SIGNATURE

ORGANTZATION

CCATE

SOCIAL SECURTTY ACCOUNT NUMBER

1 witnessed the signature which appears above., [ accept this agreement

on behalf of the United States Government as a prior condition of this

individuai being permitted access to and use of the designated Sensitive

Compartmented Information.

SIGNATURE

PRINTED NAME

ORGANIZATION

OATE
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Major Objectives to Strawman Nondisclosure Agreement

1. A secrecy agreement devoted solely to APEX ignores other designated Wi

intelligence categories, and does not address information which may be s
unclassified but is otherwise protected from disclosure by statute (e.g., | #9ovr
50 USC Section 403(d)(3) or Public-Law 86-36). The agreement should APEX

explicitly be extended to include all matters of a sensitive or pro-
tected nature garnered by virtue of the employment which the agreement
concerns.

2. The agreement, as written, appears to be legally insufficient in
respect of the requisite contractual element "consideration." In order
to be legally binding, a contract must have sufficient consideration.

in order to be thus sufficient, there must be a legai detriment or
benefit that has been bargained for and exchanged for a promise. "“Access"
does not appear to be adequate consideration. For emnloyees, it is
amployment which sarvas as the basis of the bargain. For the prospec-
tive employee it is the position, not the access, which is sought. Since
access appears insufficient to establish the requisite bargain element of
“consideration," the agreement would not be binding.

Eaclosure 2 +o U-7562/8SS5-4R
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